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Abstract

Digital corvergenceis precipitatingthe addition of soft
real-time applicationsto mainsteam desktopand server
opefmting ervironments. Most traditional detuggers for
mainsteamsystemdack a notion of tempoal correctness,
making them unsuitablefor real-time systemdesignand
analysis.

We proposeleveraging completesystemsimulation to
build a tempoal detugger capableof analyzingmixedreal-
world workloads. Traditional real-time systemdeluggers
basedon simulationutilize slow but accurate, simulatoss.
Completesystenmsimulators acceptan approximatemodel
of time in exchange for higher performance The higher
performanceallows thesesimulatoss to analyzehigh-end
commecial operating systemsndapplications.

We describea tempoal dehugger designbasedon com-
plete systemsimulationand report on someearly experi-
encesn analyzinga simpleworkload. Thetool offersa non-
intrusive predictableenvironmentfor dehugging comple
workloadswith partial real-timeconstrints. Thesimulator
foundationallowsfor interactivedelugging of time-critical
sequencewhile preservinga modelof executiontime flow.

Keywords: SOFT REAL TIME SYSTEMS, TEMPORAL
DEBUGGING, OPERATING SYSTEMS, LINUX, SIMICS,
COMPLETE SYSTEM SIMULATION

1. Intr oduction

Applicationsdemandingshortresponsdimesandthrough-
put guaranteessuchasmedia,entertainmentandtelecom-
municationsystems,are increasinglycommonin general
purposecomputing ervironments. This combination—
quality of service oriented software competing for re-
sourceswith mainstreamapplications— is a relatively
new phenomenon. It is a natural result of the ongoing

price/performancémprovementsof microprocessebased
computers,in both computationand communication,and
the resultingdigital corvergenceof appliancesreviously

not computerized.This trend presseghe generalpurpose
desktopcomputeror sener systeminto serviceas a soft

real-timeexecutionervironment,for which it wastypically

notdesignedSpecifically thecombinedervironmentof the

nearfuture mustsupportapplicationssuchasvideo, audio,
games,and control systemsalong with classic“resource
hogs”like word processorandbrowsers.

However, widely usedgeneral-purpos@peratingsys-
tems(suchas the variousflavors of Unix, Windows, and
MacOS)are not designedor the needsof real-timeappli-
cations. Many researctefforts have addresseduchmodi-
ficationsof existing operatingsystems.This is a complex
taskandit is compoundedy thelack of adequateoolsfor
real-timesystemanalysis.

Thedeluggeris attheheartof toolsetfor computersys-
temsprogramming.However, the correctnes®f real-time
operatingsystemsdependson the time elapsedduring ex-
ecution. Dehuggersofteninterferewith programexecution
in variousways, and generallylack a notion of temporal
correctness.Therefore the useof corventionaldetuggers
is insufiicient for validationof real-timeoperatingsystems.

Simulatorbaseddeluggersfor embeddedeal-timesys-
temdesignhave beenin usefor sometime. Embeddedys-
temshave beenso muchslower thanengineeringvorksta-
tions that temporally accuratesimulationhasbeenpracti-
cal using straight-forvard implementatiortechniques.For
commodity desktopor sener systemdesign,the opposite
is true: the useris frequentlydesigninga next-generation
high-endsystemthat s fasterthanary availablecomputer
making the designand implementationof the simulator
moredifficult.

Complete system simulation models an entire target
computeratthelevel of the full instructionsetarchitecture,
allowingit to rununmodifiedcommerciabperatingsystems
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andworkloads.Advancesn implementatiortechnologyal-
low suchsimulatorgo provideareasonablaccuratdiming
modelwhile executingwith a slowdown of roughly 50-200
in relationto native execution[8, 15].

Furthermore,complete system simulatorscan be de-
signedto be fully deterministic. They therebyeffectively
addresghe two major problemsin real-timeanalysis:lack
of repeatabilityandtime distortionresultingfrom intrusion.
Also, sincesimulatorsare implementedully in software,
they canbefreelytailoredfor specificuses.Simulationthus
allow the constructionof compositetools for more sophis-
ticatedanalysis,without interferingwith the systemunder
study

Thecharacteristicef completesystemsimulatorshere-
fore make themexcellentcandidatesor building atemporal
deluggercapableof wrappingan entire target system(in-
cluding a mix of soft real-timeand non-real-timeapplica-
tions)into a single“package”for analysis.With this paper
we proposethe useof completesystemsimulationfor tem-
porally correctdehugging of a complex mixed workload.
We describethe basicfunctionsa simulatorbasedemporal
deluggershouldimplement. We alsodescribesomeearly
work in usingsuchadehugger

Section2 providessomebackgroundegardingcomplete
systemsimulationandthe benefitsof usingit for real-time
analysis.In Section3, thedesignof ourtemporadehugging
ervironmentis described.Section4 presentsan early im-
plementatiorof a simulatorbasedtemporaldehuggerper
forming a simple analysisof a real-timeworkload. Sec-
tion 5 containsa shortsuney of relatedwork in real-time
analysisand simulation. Conclusionsand future work are
presentedn Section6.

2. Computer systemsimulation

Many designandresearctareashenefitfrom simulationof
computersystems. Thus, the level of detail provided by
simulatorsrangefrom modelsof microprocessochip logic
to coarsemodelsof anexecutionervironmentincludingop-
eratingsystemandlibraries. In this sectionwe describehe
type of simulatorusedin the paperandthe propertieamak-
ing it usefulfor real-timeanalysis.

2.1 Complete systeminstruction setsimulation

An importantclassof simulatorsgprovidesa modelof ama-
chine at the instruction set level, asit representa well-
definedborderbetweenhardware and software. Variation
of modeling an entire computersystemat this level is a
traditionaltheme. This type of simulationhasbeencalled
“completemachine’[8], “completecomputeisystem[22],
“systemlevel” [13], “instructionset”[2], and“faithful” [5]
simulation.In earlywork, it wasreferredto as“virtual ma-
chines”[4] or simply “simulation” [11]. In this paperwe
shallusetheterm“completesysteminstructionsetsimula-
tion”, or “completesystemsimulation”.

Completesystemsimulatorsmodel all the hardwarein
a systemandonly the hardware. As the simulationmodel
is functionallyidenticalto a real system,operatingsystem
andapplicationsoftwareneednot be modified. This limits
the sourcesof errorsto thoseintroducedby the hardware
model,andby modelsof simulationinput feed.

Somesignificantadvancesin completesystemsimula-
tors over the pastseveral yearshave facilitatedthe imple-
mentationof temporaldeluggers.Theseadvancesnclude:
efficientinstructionsetlevel interpreterkernels|2, 5], mix-
ing levels of temporalaccurag for a givenworkload[22],
extensive supportfor userannotationg8], and simulator
kernelssupportingheavy instrumentatiorjl12, 14.

2.2 Simulation model

In orderfor a simulatorto be usefulfor real-timeresearch,
the model provided neednot only be functionally correct,
but also temporally correct. Thus, it is necessaryo ac-
countfor itemsaffecting executiontime atthe desiredtem-
poral resolution. For large applications this primarily in-
volvesdelaysfrom devices, suchas disk subsystemsand
the memoryhierarchy including the memorymanagement
unit (MMU), cachesandmemorybuses.

In general,the accurag of the temporalmodel canbe
compromisedwithout breakingthe operatingsystemand
applications. It is thereforepossibleto tradeaccurag for
speedby usingapproximatve models.The appropriatede-
greeof approximatiordepend®n the sizeof workloadand
thetime scaleof its deadlines.

Note that temporalaccuray is lessimportantthanpre-
dictability androbustnesgdiscussedelon). A reasonably
accuratdgime modelwill provide acoarseunderstandingf
thetiming behavior of thesystem.In orderto provide some
assurancehat a detailedmodelwould not find additional
problems systemsanbe designedothatmamginsof error
arewider thanthe granularityof thetiming model.

Apart from providing a hardware model, aninstruction
setsimulatoralsoprovidesdetailedinstrumentatiorof exe-
cution. It recordsstatisticsof hardware eventsassociated
with the instruction triggering eachevent. Examplesof
eventsrecordedby a simulatorare: instructionexecution
count, cachememory misses,and translationlook-aside
buffer (TLB) misses.

2.3 Predictability

An artificial systemhasfew unpredictabldactors. Thus,a
simulatedsystemstartingexecutionin a known statewill

always executealong the samepath. This is useful, both
for experimentsand delugging, asit is possibleto repro-
duce a statereachedin execution. A userof a temporal
deluggermay detectthat excessie time haspassedit one
pointin execution,andrestarthe simulationto examinere-
cently executedroutinesmore carefully. This is similar to
the methodologyusedfor dehugginglogical correctnessf
corventionalprograms However, astimeis partof thestate
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theuserwishesto verify, it is crucialthattemporalbehavior
is preseredbetweerdehuggingsessions.

2.4. Robustness

In physicalsystemsmeasurememnf the systemgenerally
affectsits behavior. This s referredto asthe probeeffect
Becauseaeal-timesystemanalysistendsto focuson short
periodsof time, even small amountsof temporalintrusion
affect measuremenquality. This limits both the accurag
andamountof measuremenih suchsystemsFurthermore,
the time period understudyis too shortfor a humanuser
to draw conclusionsaboutthe correctnessf the system.|t
is not possibleto stopexecutionin orderto analyzecurrent
stateandstepcarefullyforward,whichisacommonmethod
of deluggingcornventionalsystems.

In a simulatedsystem,the time scaleof the systemun-
der studyis decoupledfrom the time scaleof the system
runningthe simulator Whenthe userstopsexecution,sim-
ulation is suspendedand simulatedtime is frozen. Time
distortiondueto the probeeffectis therebyeliminated.This
enablesheimplementatiorof atemporaldelugger capable
of reportingtime aspercevedby theapplication.

2.5 Recording

A simulatoris built by connectingnodulesgachrepresent-
ing a hardwaredevice. As mentionedabove, thesemodels
provide a binary interfaceto the operatingsystem. How-
ever, somedevice modulesalsoneedto interfacewith the
world outsidethe simulatedmachine. Suchmodulesmay
be connectedo a correspondingnterfacein the hosten-
vironment, for example simulatednetwork interfaceto a
real network, serialline to a terminal emulator screento
an X window andsoon. However, input from the outside
world is inherentlyunpredictableln orderto maintainsim-
ulation predictability modulesconnectingo therealworld
recordandtimestampall events,enablingexact repetition
of thesession.

3. Temporal debugger environment

In this sectionwe describeour designof atemporaldehug-
ger. We explain how a deluggeris connectedo a simulator
andprovide somedetailson atemporaldehuggersetup.We
alsodescribesomeservicesthe userinterfaceshouldsup-
port in orderto provide a completetime-avare delugger
ervironment.

3.1 Debugging using a simulator back-end

A completedehuggersetupconsistsof the deluggerpro-
gramanda targetmachinerunningthe dehuggedprogram.
Figurel shows the differentpartsof a dehuggersetup.We
referto the detuggerprogramitself asfront-endandto the
target machine/programuple as back-end. Examplesof
suchtuplesare: Unix programsrunningin the virtual ma-
chine provided by the operatingsystem,or an embedded
operatingsystemon a separatéargetboard.In our casethe

Command line interface

Frontend | 7 mon 990 i
1 Symbols |
Program

Backend
Machine/

Figure 1. Debugger structure .

tupleconsistof anoperatingsystenrunningin asimulated
machine.

The deluggerexpectsa certainsetof primitivesneeded
to probe and control the target machine. Suchprimitives
includereadingmemory readingregisters singlestepping,
andsettingbreakpoints Adaptinga simulatorto the primi-
tivesrequiredby a specificdehuggerenablessymbolicde-
bugging of the simulatorworkload. Unlike traditional de-
buggingervironments sucha setupdoesnotimpacton ex-
ecutionof thedehuggee Traditionaldeluggersneedto stop
thedehuggedprogramin orderto probeits state therebyaf-
fectingtime aspercevedby thetargetprogram.

In additionto primitivesrequiredby a detuggerfront-
end,the simulatorprovidesservicesnot normally available
in adehugger Deluggerfront-endsmay allow transparent
accessgo theback-endnterface therebyexportingservices
notknown to thedehugger

3.2 Temporal debugging

The servicemostrelevantfor real-timeanalysisis the abil-
ity to presentcurrenttime with cycle countgranularity It
enablegheuserto stepthrougha portionof code,checking
for bothfunctionalandtemporalerrors.

Methodologyfor temporaldetuggingis similar to de-
bugging corventionalapplications. The userstartsexecu-
tion, browsing throughprogramflow until aninvalid state
hasbeenreachedDehuggingis thenrestartedandtheuser
stepamoreslowly throughroutinessuspectedf causinghe
error. However, in the caseof temporaldelugging, state
correctnesincludesthe simulatedime value.

3.3 Real-time performancedebugging with instru-
mentedsimulation

The methoddescribedabore assumeshatthe usereventu-
ally will discover an erroneouspieceof code. This piece
of codeis assumedo take an undesiredexecution path,
or to setthe programin an undesiredstate,affecting later
execution. This assumptioris reasonabldor corventional
applications. However, it is not always true for real-time
systemsastime spentin a specificroutinemaybedifferent
betweenexecutions,even though programstateand input
is identical. This is dueto the factthatapplicationperfor
manceis dependenbn stochastichardwareelementssuch
ascacheor TLB contents.Thus,thetime elapsedor a part



Presentecat MASCO'S2000

of programexecutionis alsodependenodn hardwarestate.

In order to obtain clues about performancehazards
causedy cacheeffects,theinstrumentatioprovidedby the
simulatormay be consulted.The simulatorpresentstatis-
tics of hardwareevents,associateavith instructionaddress.
In casethetime elapsediiffersin similar executionpathsof
a program,aspectsuchascachemisscountscanbe com-
paredto find instructionscausingntermittentcachebehar-
ior.

3.4. Simics

The simulatorusedfor this work is Virtutech Simics[24].
Simics simulatesthe SFARC V9 instructionsetand mod-
els single or multiprocessorsystemscorrespondingo the
sun4uarchitecturdrom SunMicrosystemsfor examplethe
Enterprise3500.

Simicsconsistof acoreinterpretetthatoffersbasicser
vicessuchasaninstructionsetinterpreter a generalevent
model,anda modulefor simulatingand profiling memory
activity. A programminginterfaceallows the addition of
device models,which may chooseto connectto the “real
world” or modelsthereof,asdescribedn section2.5.

Simicssupportsa simpletime modelin its default con-
figuration. This modelapproximatesime by defininga cy-
cle aseitheran executedinstruction,a takentrap, or a part
of amemoryor device stall. In this mode,Simicsthushas
arathersimpleview of thetiming of a modernsystemand
assumes linear penaltyfor eventssuchasTLB miss,data
cachemiss,andinstructioncachemiss.

Listing 1 Simicsperformancerofilers.

(gdb-simcs) prof-info

Active profilers, from'left to right':

Colum 1: Instruction cache nmisses caused by programline

Colum 2: Cache nisses (wites) caused by programline

Columm 3: Cache misses (reads) caused by programline

Columm 4: TLB nisses passed on to Unix enul ation

Colum 5: Nunber of (taken) branches *to* the code bl ock

Colum 6: Nunber of (taken) branches *front the code bl ock

Columm 7: Count of instruction execution (based on branch arcs)

Columm 8: Number of addresses from which instructions have
been fetched

(gdb-sinics) list *0xi1f 2ec
Ox1f2ec is in bmexec (kwset.c:560).
555

556 0 0 66 0 8396 0 20289 3  d = dl[Wtp[-1])], tp += d;
557 0 0 106 0 0 0 16792 2  d = di[Wtp[-1])], tp += d;
558 0 0 0o 0 1450 25188 3 if (d ==0)

559 goto found;
560 0 0 1150 0 020838 3 d=di[Wtp[-1])], tp += d;
561101040 0 0208383 d=di[WUtp[-1])], tp += d;
562 00126 0 0 013892 2 d=di[Wtp[-1])], tp += d;
563 0 0 00 0 1109 20838 3 if (d ==0)

564 goto found;

In addition, Simics can profile mary performance-
relatedevents.Listing 1 shavs anexampleof profiledhard-
ware events,including dataand instructioncachemisses.
Theexcerptshavs how theseaventsareattributedto source
code (the 8 columns of profile data correspondto the
columnsdescribedy thepr of - i nf o command).

Workload
Recorded o B
synthetic Operating
models Systern: -
simulated Disk ScriptLang:| command
o Ethernet li
“oansole: ‘fealn ; S/ =] line
TTY Simic Debiigger | ol o
MMU
Caches o Symbols 1z
local network ©
workload and OS
symbol files

target disk dumps|

Figure 2. Temporal debugger setup.

3.5. Temporal debugger setup

Figure? illustratesthe compositionof our temporaldehug-

ger prototype. Simics provides basic facilities for simu-
lating the target system,and encapsulatethe target state
(operatingsystemandworkload). Thetargetarchitecturas

simulatedby providing the basicprocessomodelextended
by the necessargevice models,suchasMMU, SCSI,Eth-

ernet,etc. Thesein turn (towardstheleft in the figure)can
eitherconnectto therealworld, or receve theirinput from

recordedsession®r syntheticallygeneratedtimuli.

The front-endof the system,on the right in the figure,
provides a scripting language,symbolic delugging, and
similarfacilities. The Simicscoremaintainghetime model
basedon input from variousdevices and relevant models
(suchascachehierarchiesMMU, etc).

3.6. Temporal debugger userinterface

In orderfor a userto take full advantageof a simulated
back-endthe deluggerfront-endshouldbe aware of time
state. Our designof a temporal delugger ervironment
therefora@ncludestime awarecomplementso dehuggerser
vices.Examplesf suchservicesare:

e Temporal breakpoints. The ability to pauseexecu-
tion ata certainpointin time.

e Time query in expressions. Addition of simulated
timevalueasaparametein delhuggerexpressionsex-
pressionsare usedby the detuggerto specify condi-
tional breakpointsandwatchpointsandalsofor prob-
ing programstate.

e Temporal distancebreakpoints. Breakpointscanbe
seton the distancebetweentwo events(suchasexe-
cution of sourcecodelines or memoryaccesses)In
other words the programcan be stoppedif the sim-
ulatedtime elapsedbetweentwo pointsin execution
exceedsa particularvalue.



e Temporal sequencebreakpoints. Sequenceéreak-
points are similar to distancebreakpoints,but stop
when a particularsequenceaule is violated. For ex-
ample,the usermaywantto asserthateventB never
occursbetweenevent A and C. Again, an event can
be executionof code,memoryaccessesjevice opera-

tions, etc.

Often, analyzingonly the periodwherethe systemfails
to meetexpectationswill beinadequatédo solve the prob-
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lem. Insteadthe userwill wantto comparetime flow over
several iterationsto find routineswith varying execution
time. Thus,thefront-endshouldhave scriptsupportfor tag-
ging partsof programexecution,and comparingtheir exe-
cution pathandtime flow. Furthermorejt shouldsupport
comparisonof hardware event statistics,as theseexplain
variationsin executiontime.

4. Casestudy: schedulingin Linux

As a demonstratiorof delhuggingreal-timeaspectof op-
eratingsystemswe describeresultsfrom an examplede-
buggingsessionln our scenarioa userwishesto examine
schedulingn the Linux kernel. The purposemay beto im-
plementanew schedulingalgorithmor to designaresource
resenationschemeln ary casebeingableto carefullystep
throughtime sensitve sequencess valuable.

4.1 Experimental setup

In the experiment, Simics is usedto simulatean Ultra-
SFARC workstation. The simulatorreadsa file represent-
ing a diskimageandbootsthe operatingsystemcontained
therein. The image used containsan installation of Ul-
traPenguinl.1, including a Linux kernelversion2.1.126.
We usea very simpletiming model,whereeachinstruction
takesonecycle andmemorysystematenciesareignored.

Figure 3 shawvs a screenshofrom a deluggingsession,
using Simics’ internaldetuggermoduleasfront-end. The
consolen thebackgrounagshovstheoutputof UltraSRARC
Linux duringboot.

In orderto examineLinux schedulingoropertiesasmall
synthetichenchmarks executedn the simulatedmachine.
Thebenchmarks aCPUboundapplicatiorwith areal-time
requirement.t needsnearlyall of the CPU eachperiodin
orderto meetits deadline Listing 2 shavs pseudo-codéor
thebenchmark.

Thebenchmarlcompetesvith af i nd andagr ep pro-
cesssearchinghroughall thefiles in the local file system.
Thesetasksare supposedo be consideredunimportant.
Thus,their procesriorities have beensetaslow aspossi-
ble. Despitecompetingprocesseghereal-timebenchmark
manages$o meetmostof its deadlinesHowever, afew are
missedandwe will examineoneof them.

PPP lire discipline reai

S8
— -W Simics
Caught time breakpoint
O Q0000000004dece> <Ix00000000000decsc> O O 192
rpr 210, 20, Zpil
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Figure 3. Example of Simics debugging inter -
face.

Listing 2 A softreal-timebenchmark
install _signal _handler();
while (true) {
deadl i ne_mi ssed = fal se;
set _tiner();
for (i =0; i < num.iterations;
dummy_operation();
clear_timer();
i f (deadline_m ssed)
printf("M ssed deadline\n");

i ++)

}

4.2 CPU schedulingin Linux

Linux, beinga general-purposeperatingsystemjs notde-
signedto meetstrict quality of servicerequirementsAs a
consequencahe CPU scheduleiis optimizedfor through-
put and responsieness,rather than guaranteedesource
sharing. Schedulingdecisionsare madewhen a process
changedo or from running state,and during timer inter-
rupts. Schedulinggranularityis limited by the distancebe-
tweentimer interrupts which is 10 mson the configuration
understudy As ourbenchmarks very sensitve to schedul-
ing variationswe suspecthatlow timerinterruptresolution
is thecauseof deadlinemisseslin thefollowing sectionwe
delug a period where the benchmarkmissesits deadline
to verify our suspicion. We alsolook at anothercauseof
schedulingitter in operatingsystemsnamelyinterruptser
vice lateng. We will useour examplesetupto producea
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time stampedall graphof aninterrupthandlerinvocation.

4.3 Debugging methodology

Temporaldehuggingof the benchmarkworks asdescribed
in Section3.1. A misseddeadlinehasbeendetectedby

watchingbenchmarloutputonthesimulatedconsole Once
the failing period is locatedin time, we wish to get an

overview of time flow during that period. This is obtained
by settingbreakpointson strateyic kernelroutines.Whena

breakpointis triggered,time, positionand currently active

processare printed. In the exampleshavn below, break-
pointsaresetin the schedulerthetimer setroutineandthe

timer overflow routine. From the output, presentedn Ta-

ble 1, we canseethatf i nd is schedulediuringtheperiod.
It executesonly briefly, but for long enoughto make the

benchmarkmissits deadline.

Time sinceboot Timesince Event Procesgurrently
previousevent running
1348040300 settimer benchmark
1360269869 12229569 scheduler benchmark
1360980692 710823 scheduler find
1373709842 12729150 timer overflow routine benchmark

Table 1. Scheduling during one period. Time
unit is CPU cycles.

We proceedby inserting more breakpointsto increase
level of detail. The simulatorhasnow beentold to break
ontrapsandsomeexceptionssuchasinterruptsandMMU
exceptions.We alsoinsertbreakpointsat the pointswhere
interruptandtrap handlersreturn. Detailedtime flow for a
fraction of the periodis shovn in Table2. It revealsthat
atimer interruptoccursevery 1680000cycles. Therefore,
the schedulercannotrun more often unlessthe competing
procesperformsablockingsystenmcall. As ourbenchmark
is sensitve to evensmallervariationsthanthis, it confirms
our guessthattimer interruptgranularityis the scheduling
bottleneck.

We cannotgetfurtherwithoutchanginghetimerresolu-
tion and schedulingalgorithm. Schedulingresolutionmay
be improvedby allowing timer interruptsat variableinter-
vals[10]. However, experiencewith suchmodificationsto
Linux have shown thatinterruptservicelatengy becomesa
majorsourceof schedulingitter [9].

In the exampleusedabove, thereis someinterruptactiv-
ity during benchmarkexecution. From Table 2, we notice
thatthe secondSCSlinterrupttakes1787cyclesto service,
whereaghe previousinterruptwasservicedn only 449 cy-
cles.In orderto find the differencein servicetime, simula-
tion is restartedandtime breakpointsare setto stopsimu-
lation at thesetwo events. By singlesteppingthroughboth
interrupthandlerswe find thatthe first interruptonly pro-
cesseanacknavledgementHowever, the secondnterrupt
terminatesa SCSltransactionwhich triggersexecutionof
the kernel /O subsystem.A temporalcall graphfor the
secondnterruptis shaovn in Table3. In orderto minimize

Time sinceboot Time since Event Procesgurrently
previousevent running
1358589276 1679357 timerinterrupt benchmark
1358589919 643 returnto userspace kernel
1360269276 1679357 timerinterrupt benchmark
1360269869 593 scheduler kernel
1360284738 14869 returnto userspace kernel
1360285101 363 trapnumberl6 find
1360285168 67 systemcall kernel
1360285444 276 returnto userspace kernel
Furthersystemcallsin find
1360293863 888 trapnumberl6 find
1360293951 88 systemcall kernel
1360294823 872 returnto userspace kernel
1360294979 156 TLB miss find
1360295292 313 returnto userspace kernel
1360295293 1 TLB miss find
1360295303 10 protectionexception find
1360299254 3951 returnto userspace kernel
Furthersystemcallsand2 more TLB missesn find
1360973991 370 systemcall find
1360980213 6222 interruptvectorexception kernel
1360980236 23 SCSlinterrupt kernel
1360980685 449 returnto kernel kernel
1360980692 7 scheduler kernel
1360981101 409 returnto userspace kernel
1360981570 469 interruptvectorexception benchmark
1360981593 23 SCSilinterrupt benchmark
1360983380 1787 returnto userspace kernel
1361949276 965896 timerinterrupt benchmark
1361949919 643 returnto userspace kernel

Table 2. Excerpt from time flow.

interruptservicetime, this work could be postponedHow-

ever, in Linux, it is performedwithin the interrupthandler
sothattheoperatingsystemcanscheduleheprocessvhich

is waiting for this data. Postponinghe work would affect
I/O performanceandresponsienesof interactive applica-
tions.

During interrupt service, function call depthsurpasses
registerwindow capacity triggeringtrapsto softwarehan-
dlers. Therightmostcolumnof Table3 shavs whetherthe
function call causeda registerwindow spill trap or the re-
turn causeda registerwindow fill trap. Registerwindow
trap handlingis only a small part of interruptservicetime.
However, thefactthatthetrapsarenoticedillustratesanad-
vantageof usinga simulator As anoperatingsystemis an
asynchronouslgvent-drivenprogramiit is difficult to pre-
dictits executionflow. A userproficientin operatingsystem
internalsandcomputerarchitecturenayguesshow to probe
arealcomputersystenfor appropriateandhopefully accu-
rateinformation. However, mostusersbenefitsignificantly
from a detailedview of programflow.

The usercanproceedusingthis methodologysearching
for schedulingitter in the system Whenatemporalhazard
is found,hemayzoomin onatimewindow, down to thein-
structionlevel if necessaryAs acompletesystenrsimulator
providesdeterministicexecution,this dehuggingmethodis
robustandsessionganbeauthenticallyrepeated.

5. Relatedwork

In mary existing real-timeoperatingsystemsanderviron-
ments, only corventional, non-real-timedelugging tools
are available. Thesesystemsmay only be usedfor vali-
datinganddehuggingfunctional,nottemporal correctness.
However, thereare vendorsproviding supportfor alterna-
tive dehugging methods. Someof thesemethodsare dis-
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Time Function Call duration Note
0 interrupt dispatch
92 handler.irq
138 espdintr
317 esp-do_phase_det er mi ne
350 esp-do.st at us
522 esp-done
535 mu.r el ease_scsi _sgl spill
607 return from nmmurel ease.scsi _sgl 72
611 scsi ol d_done
619 updat e_t i neout spill
650 scsi .del etetimer spill
676 del _timer spill
710 return fromdel _timer 34
715 return from scsi.del ete.tiner 65
717 return from update.ti meout 98
784 _wake_up
790 return from _wake_up 6
802 rwintr
817 sd_devnane
826 sprintf
843 vsprintf spill
994 return fromvsprintf 151
996 return fromsprintf 153
998 return from sd-devnane 181
1029 scsi free
1083 return fromscsi free 54
1091 end_scsi .r equest
1118 end_buf f er .i o_sync
1122 nar k_buf f er _upt odat e
1148 return from mark_buffer _upt odat e 26
1160 _wake_up
1205 return from _wake_up 45
1207 return from end-buffer_o-sync 89
1221 add.bl kdev.randormess
1235 add.ti mer .randormess
1411 _wake_up spill
1438 return from _wake._up 27
1438 return from add.ti mer .randommess 203
1440 return from add.bl kdev.randomess 219
1450 _wake_up
1458 return from _wake.up 8
1462 _wake_up
1470 return from _wake.up 8
1472 scsi rel ease_command
1497 return from scsi.rel ease.command 25
1500 return from end.scsi _request 409
1505 requeue_sd.r equest
1510 do_sd.r equest
1524 return from do.sd.request 14
1527 return from requeue.sdrequest 22
1529 return fromrwintr 727
1531 return from scsi .ol d_done 920
1535 return from esp_done 1013 fill
1558 return from esp_do_status 1208 fill
1581 return from esp.do_phase.det er ni ne 1264 fill
1618 return fromesp.intr 1480 fill
1669 return fromhandler.irq 1577 fill
1787 return to user space 1787 fill

Table 3. Temporal call graph of SCSI inter-
rupt service. Indentation level indicates call
depth.

cussedelow.
When developing programsfor small embeddedsys-
tems, it is commonto usean emulator(tool for executing

programsn foreignervironmentslasdehuggingback-end.

Emulatorsgenerallyfocuson the functionalmodelanddo

not modelcomponentselevantto executiontime, suchas
cachesThus,a usefultemporalmodelof executioncannot
be provided. Someprocessomanuficturersprovide simu-
latorswith cacheand pipelinemodeling,resultingin good
executiontime prediction.Prior to recentadvancesn com-
plete systemsimulation, such simulatorswere not useful
for runningcommaodityoperatingsystemsandlarge appli-

cations.Thetoolsavailablehave eitherbeentooincomplete
to run operatingsystemsor too slow to run applicationsof

realisticsize[1, 6].

Supportfor non-interactve detuggingof real-timepro-
gramsmay be provided by insertingtracegeneratiorcode.

Theresultingtraceis sentover a network to a separateys-
tem. Thismethodsintrusiveandhasaperformancémpact.
Hence,the amountof monitoringis limited. Furthermore,
it is inflexible, asthe receving systemmay not query for
additionaldata[3, 19].

The intrusion issue may be avoided using dedicated
hardwarefor bus monitoring. However, it is generallyin-
corvenientto requireextra hardware. Both the hardware
and software monitoring approachesut a great perfor
mancedemandnthereceving systemdueto highvolumes
of generatedlata. Also, the hardwaremonitoring solution
only capturesnemoryreferenceseachinghememorybus,
omitting thosethathit thecach€7, 19, 23].

TheR2D2dehugger[20] is basedon monitoringof soft-
waregeneratedraces.It hasbeenextendedwith alow pri-
ority taskin the target systemto answerqueriesfrom the
deluggerin casethe systemis idle. This providessome
supportfor interactive detugging. However, this methodis
notvery robustanddoesnot provide any informationwhen
thesystemis understress.

Mueller and Whalley [17] proposedehugging of real-
time applicationsusingexecutiontime prediction. The ap-
plicationis executedn a corventionaldehugger supported
by acachesimulator Time elapseds predictedby the sim-
ulator and reportedduring detugging. However, this pre-
diction doesnot take operatingsystemeffectsinto account
andworksbestfor smallprograms.

Thework in this paperis madepossibleby mary differ-
entadwancesin simulatorimplementationtechnology de-
scribedin section2.1[2, 5, 8, 12, 14, 22]. A few simu-
lator researchgroupshave managedo modela complete
hardwaresystemwith sufficientdetailandefficiengy to run
commodityoperatingsystemawith largeworkloads[5, 15].
The SimOSproject[8] hasmadesimilar achiezementsal-
thoughthe simulatorpresentedloesnot modela complete
binary interface and requiresoperatingsystemmodifica-
tions. Dueto theaccuratdiming modelprovided,complete
systemsimulatorshave provento be effective toolsfor per
formanceanalysig8, 16, 21].

6. Conclusionsand futur e work

We have demonstratethatcompletesystemsimulatorscan
be augmentedo provide facilities for temporaldetugging
of soft real-timeaspectof general-purposeperatingsys-
temsand workloads. Sincea simulatedsystemoperates
in an artificial time scale,it canbe suspendedo allow for
interactive deluggingwithout disturbingthe temporalcor-
rectnesof the system. Accurateanalysisof temporalcor
rectnesss possible ashardwaredevice interactionsaffect-
ing executiontime are modeledin reasonablealetail. Fur
thermore,dueto advancesin simulationtechnology com-
plete systemsimulatorsare now capableof running large
commodityoperatingsystems.

We have demonstratedhe utility of sucha tool by an-
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alyzing a well-known designdilemmain Unix schedul-
ing: Coarsetimer intervals provide good throughputbut
cancausepoor schedulingdecisions.We shoved how our
ervironmentcan allow the userto identify andisolatean
unsatisctory schedulingdecision,and further analyzeits
components.

Completesystemsimulationwill thus enablethe con-
structionof a new classof tools for supportingthe design
of future hybrid systemsWe expectsuchsimulation-based
tools to becomea significant factor in adding real-time
awarenes$o traditionalgeneral-purposeperatingsystems.

Currently ourervironmenthasonly beenusedin asmall
scale. Therefore,usersupportis limited, and mary tasks
shouldbefacilitatedor automatedFor example,it is possi-
ble to build a tool for automaticcorrelationof time spent
in subroutinesto deadlineviolation, rather than forcing
the userto manuallycomparetime elapsedn subroutines.
Sucha tool would indicatewhich routinesfrequentlytrig-
gerdeadlinemisses Furthermorethetool canbeenhanced
with new temporal-orienteddelugger semantics suchas
temporaldistanceandtemporalsequenceules.
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