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Abstract

Digital convergenceis precipitatingthe additionof soft
real-time applicationsto mainstream desktopand server
operating environments. Most traditional debuggers for
mainstreamsystemslack a notionof temporal correctness,
making them unsuitablefor real-time systemdesignand
analysis.

We proposeleveraging completesystemsimulation to
build a temporal debuggercapableof analyzingmixedreal-
world workloads. Traditional real-timesystemdebuggers
basedon simulationutilize slow, but accurate, simulators.
Completesystemsimulators acceptan approximatemodel
of time in exchange for higher performance. The higher
performanceallows thesesimulators to analyzehigh-end
commercial operatingsystemsandapplications.

We describea temporal debugger designbasedon com-
plete systemsimulationand report on someearly experi-
encesin analyzinga simpleworkload.Thetooloffersa non-
intrusive, predictableenvironmentfor debugging complex
workloadswith partial real-timeconstraints.Thesimulator
foundationallowsfor interactivedebuggingof time-critical
sequenceswhile preservinga modelof executiontimeflow.

Keywords: SOFT REAL TIME SYSTEMS, TEMPORAL

DEBUGGING, OPERATING SYSTEMS, L INUX , SIMICS,
COMPLETE SYSTEM SIMULATION

1. Intr oduction
Applicationsdemandingshortresponsetimesandthrough-
put guarantees,suchasmedia,entertainment,andtelecom-
municationsystems,are increasinglycommonin general
purposecomputingenvironments. This combination—
quality of service oriented software competing for re-
sourceswith mainstreamapplications— is a relatively
new phenomenon. It is a natural result of the ongoing

price/performanceimprovementsof microprocessor-based
computers,in both computationand communication,and
the resultingdigital convergenceof appliancespreviously
not computerized.This trendpressesthe generalpurpose
desktopcomputeror server systeminto serviceas a soft
real-timeexecutionenvironment,for which it wastypically
notdesigned.Specifically, thecombinedenvironmentof the
nearfuturemustsupportapplicationssuchasvideo,audio,
games,and control systemsalong with classic“resource
hogs”like wordprocessorsandbrowsers.

However, widely usedgeneral-purposeoperatingsys-
tems(suchas the variousflavors of Unix, Windows, and
MacOS)arenot designedfor the needsof real-timeappli-
cations.Many researchefforts have addressedsuchmodi-
ficationsof existing operatingsystems.This is a complex
taskandit is compoundedby thelack of adequatetoolsfor
real-timesystemanalysis.

Thedebuggeris at theheartof toolsetsfor computersys-
temsprogramming.However, the correctnessof real-time
operatingsystemsdependson the time elapsedduring ex-
ecution.Debuggersofteninterferewith programexecution
in variousways, and generallylack a notion of temporal
correctness.Therefore,the useof conventionaldebuggers
is insufficient for validationof real-timeoperatingsystems.

Simulator-baseddebuggersfor embeddedreal-timesys-
temdesignhavebeenin usefor sometime. Embeddedsys-
temshave beensomuchslower thanengineeringworksta-
tions that temporallyaccuratesimulationhasbeenpracti-
cal usingstraight-forward implementationtechniques.For
commoditydesktopor server systemdesign,the opposite
is true: the useris frequentlydesigninga next-generation
high-endsystemthat is fasterthanany availablecomputer,
making the designand implementationof the simulator
moredifficult.

Complete system simulation models an entire target
computerat thelevel of thefull instructionsetarchitecture,
allowing it to rununmodifiedcommercialoperatingsystems
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andworkloads.Advancesin implementationtechnologyal-
low suchsimulatorsto provideareasonablyaccuratetiming
modelwhile executingwith a slowdown of roughly50-200
in relationto nativeexecution[8, 15].

Furthermore,completesystemsimulatorscan be de-
signedto be fully deterministic. They therebyeffectively
addressthe two majorproblemsin real-timeanalysis:lack
of repeatabilityandtimedistortionresultingfrom intrusion.
Also, sincesimulatorsare implementedfully in software,
they canbefreely tailoredfor specificuses.Simulationthus
allow theconstructionof compositetools for moresophis-
ticatedanalysis,without interferingwith the systemunder
study.

Thecharacteristicsof completesystemsimulatorsthere-
foremakethemexcellentcandidatesfor building atemporal
debuggercapableof wrappingan entiretarget system(in-
cluding a mix of soft real-timeandnon-real-timeapplica-
tions)into a single“package”for analysis.With this paper,
we proposetheuseof completesystemsimulationfor tem-
porally correctdebugging of a complex mixed workload.
Wedescribethebasicfunctionsasimulator-basedtemporal
debuggershouldimplement. We alsodescribesomeearly
work in usingsucha debugger.

Section2 providessomebackgroundregardingcomplete
systemsimulationandthebenefitsof usingit for real-time
analysis.In Section3, thedesignof ourtemporaldebugging
environmentis described.Section4 presentsan early im-
plementationof a simulator-basedtemporaldebuggerper-
forming a simple analysisof a real-timeworkload. Sec-
tion 5 containsa shortsurvey of relatedwork in real-time
analysisandsimulation. Conclusionsandfuture work are
presentedin Section6.

2. Computer systemsimulation
Many designandresearchareasbenefitfrom simulationof
computersystems. Thus, the level of detail provided by
simulatorsrangefrom modelsof microprocessorchip logic
to coarsemodelsof anexecutionenvironmentincludingop-
eratingsystemandlibraries.In thissection,wedescribethe
typeof simulatorusedin thepaperandthepropertiesmak-
ing it usefulfor real-timeanalysis.

2.1. Completesysteminstruction setsimulation
An importantclassof simulatorsprovidesa modelof ama-
chine at the instructionset level, as it representsa well-
definedborderbetweenhardwareandsoftware. Variation
of modelingan entire computersystemat this level is a
traditionaltheme. This type of simulationhasbeencalled
“completemachine”[8], “completecomputersystem”[22],
“systemlevel” [13], “instructionset” [2], and“f aithful” [5]
simulation.In earlywork, it wasreferredto as“virtual ma-
chines” [4] or simply “simulation” [11]. In this paperwe
shallusetheterm“completesysteminstructionsetsimula-
tion”, or “completesystemsimulation”.

Completesystemsimulatorsmodelall the hardwarein
a system,andonly thehardware. As thesimulationmodel
is functionally identicalto a real system,operatingsystem
andapplicationsoftwareneednot bemodified. This limits
the sourcesof errorsto thoseintroducedby the hardware
model,andby modelsof simulationinput feed.

Somesignificantadvancesin completesystemsimula-
tors over the pastseveral yearshave facilitatedthe imple-
mentationof temporaldebuggers.Theseadvancesinclude:
efficient instructionsetlevel interpreterkernels[2, 5], mix-
ing levelsof temporalaccuracy for a givenworkload[22],
extensive supportfor userannotations[8], and simulator
kernelssupportingheavy instrumentation[12, 14].

2.2. Simulation model
In orderfor a simulatorto beusefulfor real-timeresearch,
the modelprovided neednot only be functionally correct,
but also temporallycorrect. Thus, it is necessaryto ac-
countfor itemsaffectingexecutiontime at thedesiredtem-
poral resolution. For large applications,this primarily in-
volvesdelaysfrom devices,suchasdisk subsystems,and
thememoryhierarchy, including thememorymanagement
unit (MMU), caches,andmemorybuses.

In general,the accuracy of the temporalmodel canbe
compromisedwithout breakingthe operatingsystemand
applications. It is thereforepossibleto tradeaccuracy for
speedby usingapproximativemodels.Theappropriatede-
greeof approximationdependson thesizeof workloadand
thetimescaleof its deadlines.

Note that temporalaccuracy is lessimportantthanpre-
dictability androbustness(discussedbelow). A reasonably
accuratetime modelwill provideacoarseunderstandingof
thetiming behavior of thesystem.In orderto providesome
assurancethat a detailedmodelwould not find additional
problems,systemscanbedesignedsothatmarginsof error
arewider thanthegranularityof thetiming model.

Apart from providing a hardwaremodel,an instruction
setsimulatoralsoprovidesdetailedinstrumentationof exe-
cution. It recordsstatisticsof hardwareeventsassociated
with the instruction triggering eachevent. Examplesof
eventsrecordedby a simulatorare: instructionexecution
count, cachememory misses,and translationlook-aside
buffer (TLB) misses.

2.3. Predictability
An artificial systemhasfew unpredictablefactors.Thus,a
simulatedsystemstartingexecutionin a known statewill
always executealong the samepath. This is useful, both
for experimentsanddebugging,as it is possibleto repro-
ducea statereachedin execution. A userof a temporal
debuggermaydetectthatexcessive time haspassedat one
point in execution,andrestartthesimulationto examinere-
cently executedroutinesmorecarefully. This is similar to
themethodologyusedfor debugginglogical correctnessof
conventionalprograms.However, astimeis partof thestate
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theuserwishesto verify, it is crucialthattemporalbehavior
is preservedbetweendebuggingsessions.

2.4. Robustness
In physicalsystems,measurementof the systemgenerally
affectsits behavior. This is referredto asthe probeeffect.
Becausereal-timesystemanalysistendsto focuson short
periodsof time, even small amountsof temporalintrusion
affect measurementquality. This limits both the accuracy
andamountof measurementin suchsystems.Furthermore,
the time periodunderstudy is too short for a humanuser
to draw conclusionsaboutthecorrectnessof thesystem.It
is not possibleto stopexecutionin orderto analyzecurrent
stateandstepcarefullyforward,whichis acommonmethod
of debuggingconventionalsystems.

In a simulatedsystem,the time scaleof the systemun-
der study is decoupledfrom the time scaleof the system
runningthesimulator. Whentheuserstopsexecution,sim-
ulation is suspended,andsimulatedtime is frozen. Time
distortiondueto theprobeeffectis therebyeliminated.This
enablestheimplementationof atemporaldebugger, capable
of reportingtimeasperceivedby theapplication.

2.5. Recording
A simulatoris built by connectingmodules,eachrepresent-
ing a hardwaredevice. As mentionedabove, thesemodels
provide a binary interfaceto the operatingsystem. How-
ever, somedevice modulesalsoneedto interfacewith the
world outsidethe simulatedmachine. Suchmodulesmay
be connectedto a correspondinginterfacein the host en-
vironment, for examplesimulatednetwork interface to a
real network, serial line to a terminal emulator, screento
an X window andsoon. However, input from the outside
world is inherentlyunpredictable.In orderto maintainsim-
ulationpredictability, modulesconnectingto therealworld
recordandtimestampall events,enablingexact repetition
of thesession.

3. Temporal debugger envir onment
In thissection,wedescribeourdesignof a temporaldebug-
ger. Weexplainhow adebuggeris connectedto asimulator
andprovidesomedetailsonatemporaldebuggersetup.We
alsodescribesomeservicesthe userinterfaceshouldsup-
port in order to provide a completetime-aware debugger
environment.

3.1. Debugging usinga simulator back-end
A completedebuggersetupconsistsof the debuggerpro-
gramanda targetmachinerunningthedebuggedprogram.
Figure1 shows thedifferentpartsof a debuggersetup.We
referto thedebuggerprogramitself asfront-endandto the
target machine/programtuple as back-end. Examplesof
suchtuplesare: Unix programsrunningin the virtual ma-
chine provided by the operatingsystem,or an embedded
operatingsystemon aseparatetargetboard.In ourcasethe

Command line interface

Symbols

Program

Debugger

Machine

Frontend

Backend

Figure 1. Debugger structure .

tupleconsistsof anoperatingsystemrunningin asimulated
machine.

Thedebuggerexpectsa certainsetof primitivesneeded
to probeandcontrol the target machine. Suchprimitives
includereadingmemory, readingregisters,singlestepping,
andsettingbreakpoints.Adaptinga simulatorto theprimi-
tivesrequiredby a specificdebuggerenablessymbolicde-
buggingof the simulatorworkload. Unlike traditionalde-
buggingenvironments,sucha setupdoesnot impacton ex-
ecutionof thedebuggee.Traditionaldebuggersneedto stop
thedebuggedprogramin orderto probeits state,therebyaf-
fectingtime asperceivedby thetargetprogram.

In addition to primitivesrequiredby a debuggerfront-
end,thesimulatorprovidesservicesnot normallyavailable
in a debugger. Debuggerfront-endsmayallow transparent
accessto theback-endinterface,therebyexportingservices
not known to thedebugger.

3.2. Temporal debugging
Theservicemostrelevant for real-timeanalysisis theabil-
ity to presentcurrenttime with cycle countgranularity. It
enablestheuserto stepthroughaportionof code,checking
for bothfunctionalandtemporalerrors.

Methodologyfor temporaldebugging is similar to de-
buggingconventionalapplications.The userstartsexecu-
tion, browsing throughprogramflow until an invalid state
hasbeenreached.Debuggingis thenrestarted,andtheuser
stepsmoreslowly throughroutinessuspectedof causingthe
error. However, in the caseof temporaldebugging, state
correctnessincludesthesimulatedtime value.

3.3. Real-timeperformancedebuggingwith instru-
mentedsimulation

Themethoddescribedabove assumesthat theusereventu-
ally will discover an erroneouspieceof code. This piece
of code is assumedto take an undesiredexecutionpath,
or to set the programin an undesiredstate,affecting later
execution. This assumptionis reasonablefor conventional
applications. However, it is not always true for real-time
systems,astimespentin aspecificroutinemaybedifferent
betweenexecutions,even thoughprogramstateand input
is identical. This is dueto the fact thatapplicationperfor-
manceis dependenton stochastichardwareelements,such
ascacheor TLB contents.Thus,thetime elapsedfor a part
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of programexecutionis alsodependenton hardwarestate.
In order to obtain clues about performancehazards

causedbycacheeffects,theinstrumentationprovidedby the
simulatormaybeconsulted.Thesimulatorpresentsstatis-
ticsof hardwareevents,associatedwith instructionaddress.
In casethetimeelapseddiffersin similarexecutionpathsof
a program,aspectssuchascachemisscountscanbecom-
paredto find instructionscausingintermittentcachebehav-
ior.

3.4. Simics
The simulatorusedfor this work is VirtutechSimics[24].
Simicssimulatesthe SPARC V9 instructionsetandmod-
els single or multiprocessorsystemscorrespondingto the
sun4uarchitecturefrom SunMicrosystems,for examplethe
Enterprise3500.

Simicsconsistsof acoreinterpreterthatoffersbasicser-
vicessuchasan instructionsetinterpreter, a generalevent
model,anda modulefor simulatingandprofiling memory
activity. A programminginterfaceallows the addition of
device models,which may chooseto connectto the “real
world” or modelsthereof,asdescribedin section2.5.

Simicssupportsa simpletime modelin its default con-
figuration.This modelapproximatestime by defininga cy-
cle aseitheranexecutedinstruction,a takentrap,or a part
of a memoryor device stall. In this mode,Simicsthushas
a rathersimpleview of thetiming of a modernsystem,and
assumesa linearpenaltyfor eventssuchasTLB miss,data
cachemiss,andinstructioncachemiss.

Listing 1 Simicsperformanceprofilers.
(gdb-simics) prof-info
Active profilers, from ’left to right’:
Column 1: Instruction cache misses caused by program line
Column 2: Cache misses (writes) caused by program line
Column 3: Cache misses (reads) caused by program line
Column 4: TLB misses passed on to Unix emulation
Column 5: Number of (taken) branches *to* the code block
Column 6: Number of (taken) branches *from* the code block
Column 7: Count of instruction execution (based on branch arcs)
Column 8: Number of addresses from which instructions have

been fetched

(gdb-simics) list *0x1f2ec
0x1f2ec is in bmexec (kwset.c:560).
555 {
556 0 0 66 0 8396 0 20289 3 d = d1[U(tp[-1])], tp += d;
557 0 0 106 0 0 0 16792 2 d = d1[U(tp[-1])], tp += d;
558 0 0 0 0 0 1450 25188 3 if (d == 0)
559 goto found;
560 0 0 115 0 0 0 20838 3 d = d1[U(tp[-1])], tp += d;
561 1 0 104 0 0 0 20838 3 d = d1[U(tp[-1])], tp += d;
562 0 0 126 0 0 0 13892 2 d = d1[U(tp[-1])], tp += d;
563 0 0 0 0 0 1109 20838 3 if (d == 0)
564 goto found;

In addition, Simics can profile many performance-
relatedevents.Listing 1 showsanexampleof profiledhard-
ware events, including dataand instructioncachemisses.
Theexcerptshowshow theseeventsareattributedto source
code (the 8 columns of profile data correspondto the
columnsdescribedby theprof-info command).

MMU
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Recorded or
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TTY

Symbols

Command
line

interface Simics 

Operating
System

Workload
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console

Script Lang

Debugger

workload and OS
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local network

target disk dumps
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Figure 2. Temporal debugger setup.

3.5. Temporal debuggersetup
Figure2 illustratesthecompositionof our temporaldebug-
ger prototype. Simics provides basic facilities for simu-
lating the target system,and encapsulatesthe target state
(operatingsystemandworkload).Thetargetarchitectureis
simulatedby providing thebasicprocessormodelextended
by thenecessarydevicemodels,suchasMMU, SCSI,Eth-
ernet,etc. Thesein turn (towardsthe left in thefigure)can
eitherconnectto therealworld, or receive their input from
recordedsessionsor syntheticallygeneratedstimuli.

The front-endof the system,on the right in the figure,
provides a scripting language,symbolic debugging, and
similar facilities.TheSimicscoremaintainsthetimemodel
basedon input from variousdevices and relevant models
(suchascachehierarchies,MMU, etc).

3.6. Temporal debuggeruser interface
In order for a user to take full advantageof a simulated
back-end,the debuggerfront-endshouldbe awareof time
state. Our design of a temporal debugger environment
thereforeincludestimeawarecomplementsto debuggerser-
vices.Examplesof suchservicesare:

� Temporal breakpoints. The ability to pauseexecu-
tion at acertainpoint in time.

� Time query in expressions. Addition of simulated
timevalueasaparameterin debuggerexpressions.Ex-
pressionsareusedby the debuggerto specifycondi-
tional breakpointsandwatchpoints,andalsofor prob-
ing programstate.

� Temporal distancebreakpoints. Breakpointscanbe
seton the distancebetweentwo events(suchasexe-
cution of sourcecodelines or memoryaccesses).In
other words the programcan be stoppedif the sim-
ulatedtime elapsedbetweentwo points in execution
exceedsa particularvalue.
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� Temporal sequencebreakpoints. Sequencebreak-
points are similar to distancebreakpoints,but stop
whena particularsequencerule is violated. For ex-
ample,theusermaywant to assertthateventB never
occursbetweenevent A and C. Again, an event can
beexecutionof code,memoryaccesses,deviceopera-
tions,etc.

Often,analyzingonly the periodwherethesystemfails
to meetexpectationswill be inadequateto solve the prob-
lem. Instead,theuserwill want to comparetime flow over
several iterationsto find routineswith varying execution
time. Thus,thefront-endshouldhavescriptsupportfor tag-
ging partsof programexecution,andcomparingtheir exe-
cution pathandtime flow. Furthermore,it shouldsupport
comparisonof hardware event statistics,as theseexplain
variationsin executiontime.

4. Casestudy: schedulingin Linux
As a demonstrationof debuggingreal-timeaspectsof op-
eratingsystems,we describeresultsfrom an examplede-
buggingsession.In our scenario,a userwishesto examine
schedulingin theLinux kernel.Thepurposemaybeto im-
plementanew schedulingalgorithmor to designaresource
reservationscheme.In any case,beingableto carefullystep
throughtimesensitivesequencesis valuable.

4.1. Experimental setup
In the experiment,Simics is used to simulatean Ultra-
SPARC workstation. The simulatorreadsa file represent-
ing a disk imageandbootstheoperatingsystemcontained
therein. The image usedcontainsan installation of Ul-
traPenguin1.1, including a Linux kernel version2.1.126.
We usea verysimpletiming model,whereeachinstruction
takesonecycleandmemorysystemlatenciesareignored.

Figure3 shows a screenshotfrom a debuggingsession,
usingSimics’ internaldebuggermoduleasfront-end. The
consolein thebackgroundshowstheoutputof UltraSPARC
Linux duringboot.

In orderto examineLinux schedulingproperties,asmall
syntheticbenchmarkis executedin thesimulatedmachine.
Thebenchmarkis aCPUboundapplicationwith areal-time
requirement.It needsnearlyall of theCPUeachperiodin
orderto meetits deadline.Listing 2 showspseudo-codefor
thebenchmark.

Thebenchmarkcompeteswith afind andagrep pro-
cesssearchingthroughall thefiles in the local file system.
Thesetasksare supposedto be consideredunimportant.
Thus,their processprioritieshave beensetaslow aspossi-
ble. Despitecompetingprocesses,thereal-timebenchmark
managesto meetmostof its deadlines.However, a few are
missed,andwe will examineoneof them.

Figure 3. Example of Simics debugging inter -
face .

Listing 2 A soft real-timebenchmark
install_signal_handler();
while (true) {
deadline_missed = false;
set_timer();
for (i = 0; i < num_iterations; i++)

dummy_operation();
clear_timer();
if (deadline_missed)

printf("Missed deadline\n");
}

4.2. CPU schedulingin Linux
Linux, beingageneral-purposeoperatingsystem,is not de-
signedto meetstrict quality of servicerequirements.As a
consequence,theCPUscheduleris optimizedfor through-
put and responsiveness,rather than guaranteedresource
sharing. Schedulingdecisionsare madewhen a process
changesto or from running state,and during timer inter-
rupts.Schedulinggranularityis limited by thedistancebe-
tweentimer interrupts,which is 10 mson theconfiguration
understudy. As ourbenchmarkis verysensitive to schedul-
ing variations,wesuspectthatlow timerinterruptresolution
is thecauseof deadlinemisses.In thefollowing section,we
debug a period where the benchmarkmissesits deadline
to verify our suspicion. We also look at anothercauseof
schedulingjitter in operatingsystems,namelyinterruptser-
vice latency. We will useour examplesetupto producea
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timestampedcall graphof aninterrupthandlerinvocation.

4.3. Debugging methodology
Temporaldebuggingof the benchmarkworksasdescribed
in Section3.1. A misseddeadlinehasbeendetectedby
watchingbenchmarkoutputonthesimulatedconsole.Once
the failing period is located in time, we wish to get an
overview of time flow during thatperiod. This is obtained
by settingbreakpointson strategic kernelroutines.Whena
breakpointis triggered,time, positionandcurrentlyactive
processare printed. In the exampleshown below, break-
pointsaresetin thescheduler, thetimer setroutineandthe
timer overflow routine. From the output,presentedin Ta-
ble1, wecanseethatfind is scheduledduringtheperiod.
It executesonly briefly, but for long enoughto make the
benchmarkmissits deadline.

Timesinceboot Timesince
previousevent

Event Processcurrently
running

1348040300 settimer benchmark
1360269869 12229569 scheduler benchmark
1360980692 710823 scheduler find
1373709842 12729150 timeroverflow routine benchmark

Table 1. Scheduling during one period. Time
unit is CPU cycles.

We proceedby insertingmore breakpointsto increase
level of detail. The simulatorhasnow beentold to break
on trapsandsomeexceptions,suchasinterruptsandMMU
exceptions.We alsoinsertbreakpointsat the pointswhere
interruptandtraphandlersreturn. Detailedtime flow for a
fraction of the period is shown in Table2. It revealsthat
a timer interruptoccursevery 1680000cycles. Therefore,
the schedulercannotrun moreoften unlessthe competing
processperformsablockingsystemcall. As ourbenchmark
is sensitive to evensmallervariationsthanthis, it confirms
our guessthat timer interruptgranularityis the scheduling
bottleneck.

Wecannotgetfurtherwithoutchangingthetimerresolu-
tion andschedulingalgorithm. Schedulingresolutionmay
be improvedby allowing timer interruptsat variableinter-
vals [10]. However, experiencewith suchmodificationsto
Linux have shown that interruptservicelatency becomesa
majorsourceof schedulingjitter [9].

In theexampleusedabove,thereis someinterruptactiv-
ity during benchmarkexecution. From Table2, we notice
thatthesecondSCSIinterrupttakes1787cyclesto service,
whereasthepreviousinterruptwasservicedin only 449cy-
cles. In orderto find thedifferencein servicetime,simula-
tion is restartedandtime breakpointsaresetto stopsimu-
lation at thesetwo events.By singlesteppingthroughboth
interrupthandlers,we find that the first interruptonly pro-
cessesanacknowledgement.However, thesecondinterrupt
terminatesa SCSItransaction,which triggersexecutionof
the kernel I/O subsystem.A temporalcall graphfor the
secondinterruptis shown in Table3. In orderto minimize

Time sinceboot Time since
previousevent

Event Processcurrently
running

1358589276 1679357 timer interrupt benchmark
1358589919 643 returnto userspace kernel
1360269276 1679357 timer interrupt benchmark
1360269869 593 scheduler kernel
1360284738 14869 returnto userspace kernel
1360285101 363 trapnumber16 find
1360285168 67 systemcall kernel
1360285444 276 returnto userspace kernel
Furthersystemcalls in find
1360293863 888 trapnumber16 find
1360293951 88 systemcall kernel
1360294823 872 returnto userspace kernel
1360294979 156 TLB miss find
1360295292 313 returnto userspace kernel
1360295293 1 TLB miss find
1360295303 10 protectionexception find
1360299254 3951 returnto userspace kernel
Furthersystemcallsand2 moreTLB missesin find
1360973991 370 systemcall find
1360980213 6222 interruptvectorexception kernel
1360980236 23 SCSIinterrupt kernel
1360980685 449 returnto kernel kernel
1360980692 7 scheduler kernel
1360981101 409 returnto userspace kernel
1360981570 469 interruptvectorexception benchmark
1360981593 23 SCSIinterrupt benchmark
1360983380 1787 returnto userspace kernel
1361949276 965896 timer interrupt benchmark
1361949919 643 returnto userspace kernel

Table 2. Excerpt from time flo w.

interruptservicetime, this work couldbepostponed.How-
ever, in Linux, it is performedwithin the interrupthandler
sothattheoperatingsystemcanscheduletheprocesswhich
is waiting for this data. Postponingthe work would affect
I/O performanceandresponsivenessof interactive applica-
tions.

During interrupt service,function call depthsurpasses
registerwindow capacity, triggeringtrapsto softwarehan-
dlers. Therightmostcolumnof Table3 shows whetherthe
function call causeda registerwindow spill trap or the re-
turn causeda register window fill trap. Register window
traphandlingis only a smallpartof interruptservicetime.
However, thefactthatthetrapsarenoticedillustratesanad-
vantageof usinga simulator. As anoperatingsystemis an
asynchronouslyevent-drivenprogram,it is difficult to pre-
dict its executionflow. A userproficientin operatingsystem
internalsandcomputerarchitecturemayguesshow to probe
a realcomputersystemfor appropriateandhopefullyaccu-
rateinformation.However, mostusersbenefitsignificantly
from a detailedview of programflow.

Theusercanproceedusingthis methodology, searching
for schedulingjitter in thesystem.Whena temporalhazard
is found,hemayzoomin onatimewindow, down to thein-
structionlevel if necessary. As acompletesystemsimulator
providesdeterministicexecution,this debuggingmethodis
robustandsessionscanbeauthenticallyrepeated.

5. Relatedwork
In many existing real-timeoperatingsystemsandenviron-
ments,only conventional, non-real-timedebugging tools
are available. Thesesystemsmay only be usedfor vali-
datinganddebuggingfunctional,not temporal,correctness.
However, therearevendorsproviding supportfor alterna-
tive debuggingmethods. Someof thesemethodsaredis-
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Time Function Call duration Note
0 interrupt dispatch

92 handler irq
138 esp intr
317 esp do phase determine
350 esp do status
522 esp done
535 mmu release scsi sgl spill
607 return from mmu release scsi sgl 72
611 scsi old done
619 update timeout spill
650 scsi delete timer spill
676 del timer spill
710 return from del timer 34
715 return from scsi delete timer 65
717 return from update timeout 98
784 wake up
790 return from wake up 6
802 rw intr
817 sd devname
826 sprintf
843 vsprintf spill
994 return from vsprintf 151
996 return from sprintf 153
998 return from sd devname 181

1029 scsi free
1083 return from scsi free 54
1091 end scsi request
1118 end buffer io sync
1122 mark buffer uptodate
1148 return from mark buffer uptodate 26
1160 wake up
1205 return from wake up 45
1207 return from end buffer io sync 89
1221 add blkdev randomness
1235 add timer randomness
1411 wake up spill
1438 return from wake up 27
1438 return from add timer randomness 203
1440 return from add blkdev randomness 219
1450 wake up
1458 return from wake up 8
1462 wake up
1470 return from wake up 8
1472 scsi release command
1497 return from scsi release command 25
1500 return from end scsi request 409
1505 requeue sd request
1510 do sd request
1524 return from do sd request 14
1527 return from requeue sd request 22
1529 return from rw intr 727
1531 return from scsi old done 920
1535 return from esp done 1013 fill
1558 return from esp do status 1208 fill
1581 return from esp do phase determine 1264 fill
1618 return from esp intr 1480 fill
1669 return from handler irq 1577 fill
1787 return to user space 1787 fill

Table 3. Temporal call graph of SCSI inter -
rupt service . Indentation level indicates call
depth.

cussedbelow.
When developing programsfor small embeddedsys-

tems,it is commonto usean emulator(tool for executing
programsin foreignenvironments)asdebuggingback-end.
Emulatorsgenerallyfocuson the functionalmodelanddo
not modelcomponentsrelevant to executiontime, suchas
caches.Thus,a usefultemporalmodelof executioncannot
beprovided. Someprocessormanufacturersprovide simu-
latorswith cacheandpipelinemodeling,resultingin good
executiontimeprediction.Prior to recentadvancesin com-
plete systemsimulation, suchsimulatorswere not useful
for runningcommodityoperatingsystemsandlarge appli-
cations.Thetoolsavailablehaveeitherbeentooincomplete
to run operatingsystemsor too slow to run applicationsof
realisticsize[1, 6].

Supportfor non-interactive debuggingof real-timepro-
gramsmaybeprovidedby insertingtracegenerationcode.

Theresultingtraceis sentovera network to a separatesys-
tem.Thismethodis intrusiveandhasaperformanceimpact.
Hence,the amountof monitoringis limited. Furthermore,
it is inflexible, as the receiving systemmay not query for
additionaldata[3, 18].

The intrusion issue may be avoided using dedicated
hardwarefor bus monitoring. However, it is generallyin-
convenientto requireextra hardware. Both the hardware
and software monitoring approachesput a great perfor-
mancedemandonthereceiving systemdueto highvolumes
of generateddata. Also, the hardwaremonitoringsolution
only capturesmemoryreferencesreachingthememorybus,
omitting thosethathit thecache[7, 19, 23].

TheR2D2debugger[20] is basedonmonitoringof soft-
waregeneratedtraces.It hasbeenextendedwith a low pri-
ority task in the target systemto answerqueriesfrom the
debuggerin casethe systemis idle. This providessome
supportfor interactivedebugging.However, this methodis
not very robustanddoesnot provideany informationwhen
thesystemis understress.

Mueller and Whalley [17] proposedebugging of real-
time applicationsusingexecutiontime prediction.Theap-
plicationis executedin a conventionaldebugger, supported
by acachesimulator. Time elapsedis predictedby thesim-
ulator andreportedduring debugging. However, this pre-
diction doesnot take operatingsystemeffectsinto account
andworksbestfor smallprograms.

Thework in this paperis madepossibleby many differ-
ent advancesin simulatorimplementationtechnology, de-
scribedin section2.1 [2, 5, 8, 12, 14, 22]. A few simu-
lator researchgroupshave managedto model a complete
hardwaresystemwith sufficientdetailandefficiency to run
commodityoperatingsystemswith largeworkloads[5, 15].
TheSimOSproject[8] hasmadesimilar achievements,al-
thoughthesimulatorpresenteddoesnot modela complete
binary interface and requiresoperatingsystemmodifica-
tions.Dueto theaccuratetiming modelprovided,complete
systemsimulatorshaveprovento beeffective toolsfor per-
formanceanalysis[8, 16, 21].

6. Conclusionsand futur e work
Wehavedemonstratedthatcompletesystemsimulatorscan
be augmentedto provide facilities for temporaldebugging
of soft real-timeaspectsof general-purposeoperatingsys-
temsand workloads. Sincea simulatedsystemoperates
in an artificial time scale,it canbe suspendedto allow for
interactive debuggingwithout disturbingthe temporalcor-
rectnessof the system.Accurateanalysisof temporalcor-
rectnessis possible,ashardwaredevice interactionsaffect-
ing executiontime aremodeledin reasonabledetail. Fur-
thermore,dueto advancesin simulationtechnology, com-
plete systemsimulatorsare now capableof running large
commodityoperatingsystems.

We have demonstratedthe utility of sucha tool by an-
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alyzing a well-known designdilemma in Unix schedul-
ing: Coarsetimer intervals provide good throughputbut
cancausepoorschedulingdecisions.We showedhow our
environmentcan allow the userto identify and isolatean
unsatisfactoryschedulingdecision,andfurther analyzeits
components.

Completesystemsimulationwill thus enablethe con-
structionof a new classof tools for supportingthe design
of futurehybrid systems.We expectsuchsimulation-based
tools to becomea significant factor in adding real-time
awarenessto traditionalgeneral-purposeoperatingsystems.

Currently, ourenvironmenthasonly beenusedin asmall
scale. Therefore,usersupportis limited, andmany tasks
shouldbefacilitatedor automated.For example,it is possi-
ble to build a tool for automaticcorrelationof time spent
in subroutinesto deadlineviolation, rather than forcing
the userto manuallycomparetime elapsedin subroutines.
Sucha tool would indicatewhich routinesfrequentlytrig-
gerdeadlinemisses.Furthermore,thetool canbeenhanced
with new temporal-orienteddebuggersemantics,such as
temporaldistanceandtemporalsequencerules.
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ingsof theInternationalSymposiumonLogic Programming
(ILPS-97), pages133–148,Cambridge,Oct. 13–161997.
MIT Press.

[17] F. Mueller andD. B. Whalley. On debuggingreal-timeap-
plications.In ACMSIGPLANWorkshoponLanguage, Com-
piler, andTool Supportfor Real-TimeSystems, June1994.

[18] E. Nett,M. Gergeleit,andM. Mock. An adaptive approach
to object-orientedreal-timecomputing. In K. Kelly, editor,
Proceedingsof First International Symposiumon Object-
Oriented Real-Time Distributed Computing (ISORC‘98),
pages342–349,Kyoto, Japan,Apr. 1998.IEEE Computer
Society, IEEE ComputerSocietyPress.

[19] B. Plattner. Real-timeexecutionmonitoring. IEEE Trans-
actionson Software Engineering, SE-10(6):756–764,Nov.
1984.

[20] R2D2debugger, Zentropix.www.zentropix.com.
[21] M. Rosenblum,E. Bugnion,S. Devine, andS. A. Herrod.

UsingtheSimOSmachinesimulatorto studycomplex com-
putersystems.ACM Transactionson Modelingand Com-
puterSimulation, 7(1):78–103,Jan.1997.

[22] M. Rosenblum,S. A. Herrod, E. Witchel, and A. Gupta.
Completecomputersystemsimulation: The SimOS ap-
proach. IEEE parallel anddistributedtechnology: systems
andapplications, 3(4):34–43,Winter1995.

[23] J. J. P. Tsai, K.-Y. Fang, and H.-Y. Chen. A noninvasive
architectureto monitorreal-timedistributedsystems.Com-
puter, 23(3):11–23,Mar. 1990.

[24] VirtutechSimicsv0.97/sun4u.www.simics.com.

8


